Incident Response Policy Template

The ____________________________________ shall establish, document, and distribute security incident response and escalation procedures to ensure timely and effective handling of all situations.  
Incident Identification
Employees must be aware of their responsibilities in detecting security incidents to facilitate the incident response plan and procedures.  All employees have the responsibility to assist in the incident response procedures within their particular areas of responsibility.  Some examples of security incidents that an employee might recognize in their day to day activities include, but are not limited to,
q	Theft, damage, or unauthorized access (e.g., papers missing from their desk, broken locks, missing log files, alert from a security guard, video evidence of a break-in or unscheduled/unauthorized physical entry)
q	Fraud – Inaccurate information within databases, logs, files or paper records
Reporting an Incident 
The _______________________ should be notified immediately of any suspected or real security incidents involving cardholder data:
Contact the ________________________________ to report any suspected or actual incidents. The Internal Audit’s phone number should be well known to all employees and should page someone during non-business hours. 
No one should communicate with anyone outside of their supervisor(s) or the ______________________________ about any details or generalities surrounding any suspected or actual incident.  All communications with law enforcement or the public will be coordinated by the _______________________________________.
Document any information you know while waiting for the _____________________ to respond to the incident. If known, this must include date, time, and the nature of the incident. Any information you can provide will aid in responding in an appropriate manner.

Incident Response
Responses can include or proceed through the following stages: identification, severity classification, containment, eradication, recovery and root cause analysis resulting in improvement of security controls. 
Contain, Eradicate, Recover and perform Root Cause Analysis
1.	Notify applicable card associations.  
Visa 
Provide the compromised Visa accounts to Visa Fraud Control Group within ten (10) business days. For assistance, contact 1-(650)-432-2978. Account numbers must be securely sent to Visa as instructed by the Visa Fraud Control Group. It is critical that all potentially compromised accounts are provided. Visa will distribute the compromised Visa account numbers to issuers and ensure the confidentiality of entity and non-public information.  See Visa’s “What to do if compromised” documentation for additional activities that must be performed.  That documentation can be found at http://usa.visa.com/download/business/accepting_visa/ops_risk_management/cisp_what_to_do_if_compromised.pdf
MasterCard
Contact your merchant bank for specific details on what to do following a compromise.  Details on the merchant bank (aka. the acquirer) can be found in the Merchant Manual at http://www.mastercard.com/us/wce/PDF/12999_MERC-Entire_Manual.pdf.  Your merchant bank will assist when you call MasterCard at 1-(636)-722-4100.
Discover Card
Contact your relationship manager or call the support line at 1-(800)-347-3083 for further guidance.
2.	Alert all necessary parties. Be sure to notify: 
a.	Merchant bank
b.	Local FBI Office
c.	U.S. Secret Service (if Visa payment data is compromised)
d.	Local authorities (if appropriate)
3.	Perform an analysis of legal requirements for reporting compromises in every state where clients were affected. The following source of information must be used:    http://www.ncsl.org/programs/lis/cip/priv/breach.htm
4.	Collect and protect information associated with the intrusion.  In the event that forensic investigation is required the ____________ will work with legal and management to identify appropriate forensic specialists.
5.	Eliminate the intruder's means of access and any related vulnerabilities. 
6.	Research potential risks related to or damage caused by intrusion method used. 





Post-Incident Review
Not more than one week following the incident, members of the ______________ and all affected parties will meet to review the results of any investigation to determine the root cause of the compromise and evaluate the effectiveness of the Incident Response Plan. Review other security controls to determine their appropriateness for the current risks. Any identified areas in which the plan, policy or security control can be made more effective or efficient, must be updated accordingly. 


